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Preface: Future Trends in 
Low Intensity Conflict 


GRAHAM H. TURBIVILLE, JR 


It has been a dozen years since the first issue of the journal Low Intensity 
Conflict & Law Enforcement was launched, an event that coincided with the 
demise of the faltering Soviet Union. The USSR’s decline and essential end of 
the Cold War had already sparked a reexamination of fundamental military 
and security assumptions and especially the nature of future threats. The 
journal was intended to address a host of complex security problems around 
the world — some enduring and some strikingly new — that in terms of content, 
scale and impact seemed destined to define the international security 
environment in the years ahead. It was driven by perceived trends in a post- 
Cold War world where state institutions were increasingly being rendered 
ineffective by sweeping political and economic change, internal challenges or 
war — and where intensified ethno-national conflict, religious fundamentalism 
and more robust forms of terrorism and transnational crime joined traditional 
security problems. 

Particular emphasis was placed on how these and associated issues 
interacted and blurred the distinctions among what had been seen as more 
clearly defined military and law enforcement challenges, and how ‘national 
security’ and ‘public safety’ were in some ways merging. In addressing these 
and associated issues, the journal focused on bringing together a wide range 
of practitioners and theorists, including international contributors. 
The identification of common elements and challenges despite a diversity 
of regions; the rising prominence of non-state actors and issues; the 
proliferation of non-traditional threats with ambiguous or shifting law 
enforcement and interagency content; and acute and simmering 
conflicts in global hotspots with an intermixing of ethno-national, political, 
ideological, religious and criminal and agendas have all been reflected in 
journal articles. 

This special issue of the journal, ably edited by Dr Robert J. Bunker, 
illustrates how substantially our levels of analysis and understanding of these 
issues have progressed, and also how evolving, formerly exotic, or largely new 
phenomena have moved to center stage in the concern of security specialists. 
The post-11 September 2001 environment has consolidated their importance 
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and centrality as urgent national and international security challenges that in 
many cases are linked in still-changing ways. In the articles contained here, 
terrorism in its various forms (including, of course, Al Qaeda and Islamic 
extremism); piracy and maritime violence; organized crime and criminal 
groupings; networks and linkages; perpetually troubled regions and vectors of 
conflict; technology and innovation; and new approaches, methods, tradecraft, 
and countermeasures have been treated excellently. 

A number of the authors point to trends and likely developments ahead. 
There are two broad topics — among many that could be chosen — that this 
preface will underscore as well. These are the challenges posed by far more 
adaptive and innovative non-state actors, and a pressing need to better define 
and understand increasingly ambiguous opponents. These two broad issues are 
not new by any means, but they have gained new content and urgency 
illustrative of how other LIC and law enforcement-associated problems are 
evolving as well. 


INCREASED THREAT OF ADAPTIVE, LEARNING ORGANIZATIONS 
WITH TERRORIST, INSURGENT AND CRIMINAL AGENDAS 


Military assessments have for some years discussed the danger of adaptive 
enemies, most often in the context of national militaries at varying levels of 
development. The extent to which the context applies to non-state threats has 
become an even more pressing concern for the future. The extraordinary 
acquisition of Al Qaeda documents in Afghanistan and elsewhere — together 
with other revelations from around the world over the last few years — have 
highlighted the rapidly increasing adaptation and sophistication of non-state 
organizations. With ready access to information, the opportunities presented 
by globalization in its many forms, and an often deep appreciation of the role 
of perceptions management, this promises to be one of the most challenging 
aspects of LIC threat development in the years ahead. 

The effective ways in which drug trafficking organizations collect 
intelligence; track law enforcement investigation, interdiction and seizure 
efforts; and effectively shift approaches and strategies to counter these efforts 
have been well known for many years. For at least a decade, terrorist and 
insurgent organizations — or their surrogates and representatives — have used 
the Internet and other computer and communications technologies in open and 
clandestine ways to advance their goals. Similarly, other technological 
innovations from ultra-light aircraft to advanced electronic equipment for 
surveillance, navigation and other uses have been procured and used with 
varying levels of success. The September 2000 discovery of a partially 
completed 100-foot submarine in a rural Colombian warehouse — together 
with Russian-language plans and instructions — defined for a brief while one 
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of the more ambitious programs of illegal non-state actors (in this case narco- 
traffickers).! 

But the level of systemized study, the incorporation of lessons learned and 
innovative approaches have today increased substantially, and point to an even 
more challenging future. At the lowest levels, law enforcement officers have 
been bemused by the dissemination of effective instructional material seized 
from well-organized criminal street gangs in and out of prison, to include 
tradecraft (e.g., lessons learned on weapons concealment, information 
gathering or survival) and rudimentary doctrines of self-justification. At the 
international security level, Al Qaeda clearly is one of the most innovative, 
and perhaps is a prototype for the kind of innovation and systematized 
planning that will evolve more generally with other groups in the years ahead. 
A notable illustration in this regard — and reportedly a pale reflection of other 
acquired materials not yet publicly available — is the Al Qaeda manual 
Military Studies in the Jihad Against the Tyrants that sets out approaches and 
tradecraft associated with target definition and preparation. The manual 
identifies, for example, the requirement to collect ‘information about strategic 
buildings, important establishments, and military bases’, including ‘ministries 
such as those of Defense and Internal Security, airports, seaports, land border 
points, embassies, and radio and TV stations’. It defines personnel 
requirements, organizational techniques, security needs, the importance of 
analysis, funding approaches, and various kinds of tradecraft among other 
topics.” Other groups and sponsors have produced analogous, if less prominent 
and compelling, materials, but the state of the art has increased many-fold 
from a decade ago.* 

The examination of non-state ‘war-fighting’ theory is also striking in its 
novelty. In February 2002, the Al Qaeda-associated Internet magazine 
Al-Ansar: For The Struggle Against the Crusader War published a piece 
written by Ubeid Al-Qurashi, identified as a close bin Laden aide.* The 
Western debates and discussions of the nature of future war — to include 
formulations like ‘Fourth Generation Warfare’, ‘Preventive Strikes’, ‘Early 
Warning, Deterrence’, and others — were incorporated into the article, which 
concluded that the apparent imbalance of forces between Islamic movements 
and America was far from an indicator of future success, and cited the need for 
Islam to ‘internalize the rules of fourth generation warfare’. With a nice turn of 
the old and the new, of the Arab East and American-led West, the author 
noted: “We pray to Allah to silence the cowards’ crow-like calls, and to bring 
forth for this [Islamic] nation a new generation of preachers and clerics, who 
can meet the challenges posed by fourth-generation warfare.° 

Nascent chemical and biological weapons development planning, 
carefully timed video releases and distribution, well-prepared news distortions 
and perceptions management, operational expansion into unlikely regions, 
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new weapons and technology acquisition, the addition of maritime 
transportation and attack resources, and other analogous dimensions all 
mark now familiar, but accelerating trends for non-state actors.° The 
organization, training and capabilities of smaller and less developed armed 
groups have increased substantially as well, with notable examples appearing 
recently on both sides of the US southwest border. 

In the wake of 11 September 2001 (‘9/11’), the importance of border 
security and potential dangers to the US homeland have intensified, not only 
along the US—Mexican border but on the US—Canadian frontier as well. 
Certainly, the adaptability and learning abilities of drug trafficking 
and alien smuggling organizations had already become legendary along the 
2,000-mile long southwest border. The constant struggle between criminal 
innovation and law enforcement countermeasures is instructive in itself. 
The new post-9/11 prominence of the border as a potential vector for 
terrorism, however, has been superimposed on other developing security 
challenges there.’ 

The US border has in recent years become an increasingly dangerous 
environment for law enforcement officers, with armed confrontations and 
planned or random shots frequently fired from across the border. High levels 
of border violence — including that directed at law enforcement — have been 
generated by increasingly well-organized and armed drug-trafficking 
organizations in Mexico and by other forms of cross-border criminality. 
Mexican military units and police patrols — in addition to drug traffickers, 
alien smugglers and illegal immigrants — cross into US territory by accident 
and design along the often unmarked border, raising concerns about risky, 
surprise encounters with the US Border Patrol, other law enforcement bodies, 
and even US military units. 

In this milieu, the development and capabilities of some armed groupings 
supporting Mexican drug-trafficking organizations — including some 
operating in close proximity to the border — appear to be undergoing 
notable changes. A markedly different kind of armed group known as ‘Los 
Zetas’ has engaged in fatal clashes between Mexican Police and Army units 
near the Mexican city of Nuevo Laredo on the US border. Los Zetas provide a 
principal means of firepower, security and coercion for the Mexican Gulf 
drug-trafficking cartel and underscore the near parity that such well-funded 
groups can achieve with law enforcement and the military. Los Zetas are 
judged by Mexican law enforcement and military officials to be composed of 
substantial numbers of former Mexican special forces soldiers and other 
military personnel. Such Mexican military special operations units as the 
GAFES (Airborne Special Forces Groups) have been used extensively in 
counter-drug operations, but have had problems in the past with corruption 
and human rights violations. It is disaffected members of the GAFES and 
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other similar groups that have joined Los Zetas and turned their skills to 
murder, kidnapping and ‘narco-military’ actions. 

They have developed an internal organization and improved skills in 
training camps whose description suggests an insurgent encampment rather 
than a criminal enterprise. Mexican officials have identified a farm equipped 
as a military training camp similar to a GAFE training site. Group members — 
possessing military training — are well armed and are judged to operate with 
more ‘tactical’ effectiveness than the Mexican authorities they have 
encountered. In addition to the standard automatic weapons (AK-47s and 
AR-15s), a 40-minute firefight in Nuevo Laredo in August 2003 revealed that 
they possessed grenade launchers and a 50-cal. machinegun (‘from the war in 
the Middle East’).* There are analogous organizations evidently appearing as 
well. In early 2004, a massive gunfight in Anahuac was blamed on Los Zetillas 
— said to be children and nephews of Los Zetas members — that operate in 
Nuevo Leon and Tamaulipas. 

It should be noted that the US side of the border is generating another entry 
into this mix that has shown considerable innovation and adoptability. The 
flood of illegal immigrants in some areas generated real concerns from US 
border ranchers and other residents, and sparked self-defense measures. While 
initially ad hoc efforts by individuals or small groups of ranchers and 
neighbors, efforts have gained organizational identity and visibility. Various 
local groups and coalitions have been established over the length of the border, 
including at least one formed by Native Americans on a reservation paralleling 
the Mexican border. These are not criminal or terrorist groups, of course, but 
they add arms and heat to a volatile non-state mix. One of the most prominent, 
vocal, and well-resourced of these groups is the American Border Patrol 
(ABP).’ In addition to patrolling illegal immigrant crossing areas on foot, 
horseback and vehicle, performing occasional citizen arrests, and reporting 
crossers to authorities, the ABP has used technology in innovative ways. This 
includes the construction and use of video-equipped unmanned aerial vehicles 
(UAV) to record illegal crossing activities in real time. The so-called ‘Border 
Hawk’ UAV transmits live images including live feed via Mobile Internet 
Satellite Transmitter (MIST). 

Overall, both sides of the southwest border on any day features a 
compelling and evolving mix of entities and agendas — patrolling law 
enforcement organizations, military personnel and units, organized criminal 
groupings, illegal immigrants including possible terrorists, and ordinary 
citizens pursuing their businesses and lives. To that mix has been added ‘self- 
defense’ groups and volunteer patrols in the United States, and south of the 
border increasingly organized, well-armed and criminal paramilitaries. How 
this politically charged volatile mix will evolve and interact in the months and 
years ahead is uncertain. But for those who believe that the United States has 
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already lost control of this border, the prospect for increasing forms of ‘low 
intensity conflict’ by adaptive non-state organizations determined to increase 
their voice and effectiveness, seems all but certain. 


DEFINING THE ENEMY - HISTORY AND DEEP CULTURAL ANALYSIS 


An issue that continues to occupy specialists is identifying the nature of the 
unconventional enemy we are encountering — or may in the future encounter 
— on battlefields abroad and in our own backyards. There have been a number 
of notable and useful efforts over the last decade in this regard, that offer 
instructive generalizations and some specifics.'° Certainly, the role of culture 
in understanding the causes and possible resolution of conflict has received 
greater, well-deserved attention in some analytical quarters, and has been 
further highlighted operationally by the successes of culturally trained and 
prepared special operations forces."' 

Deep knowledge of a culture is instructive in many unanticipated ways. 
Could, for example, poetry be a dimension of LIC and a source of 
information? A peripheral issue, clearly, but discoveries of classically styled 
Arabic poems in ‘abandoned safe houses, training camps, and trenches’ in 
Afghanistan addressed the central causes, actions and consequences of 
Al Qaeda’s war against infidels and suggested they had a strong mobilizing 
role as well as providing new insights to those who studied them.'* Similarly, 
the efforts of government-sponsored Yemeni poets to counter extremism and 
terrorism — with at least some measure of success — highlight another aspect 
of a powerful cultural form that is at least worth knowing about.'? There is a 
rich and growing body of scholarship — specialized and often less accessible 
to the general reader and even government security specialist because of its 
limited distribution — that underscores the importance of cultural issues and 
examining combatants in their regional, societal, and historical context. 

In examining the spectrum of cultures, motives and methods by what are 
variously categorized as insurgents, terrorists, criminals, freedom fighters, 
etc., the value of looking back has proven — as is so often the case — to be 
instructive for better understanding the present and future. As one specialist 
put it well, ‘a stronger grounding of culture and history with the power of 
imagination can serve as a bridge to preventing information gaps’.'* Perhaps 
no research has been more instrumental as a catalyst for insightful research of 
this type than Marxist historian Eric J. Hobsbawm’s two works Primitive 
Rebels and Bandits. In treating what he called ‘social bandits’ in their cultural 
context around the world, these two books sparked both controversy and 
immediately began to generate a superb body of research comprising books, 
monographs, and dozens of articles extending well beyond the original 
Hobsbawn model. 
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Whatever one may think of Hobsbawm’s narrower original hypotheses and 
research, this continuing work is vastly expanding knowledge of mixed 
criminal, terrorist, insurgent and other violent non-state groups and the 
relationship of their actions to ideological, religious, tribal, kinship, cultural, 
criminal profiteering and other motivations. These informed assessments — 
many contained only in conference and seminar papers or in specialized, 
limited distribution journals — span many dimensions of historical low 
intensity conflict around the world that have contemporary relevance. They 
encompass, for example, mid-nineteenth-century Karbala (Iraq) mafia-rebels, 
Indian dacoits and their sometime political agendas, Kenyan Mau Mau, 
Western and US mercenaries, shifting Mexican and other Latin American 
rural and urban brigand-revolutionary activity, Chechen separatist-raiders, 
Zimbabwean and Mozambiquean criminal-revolutionaries, Cuban armed 
separatists, Malaysian White Flag Society members, and Chinese brigand- 
insurgents, among many others.'* 

Collectively they underscore what specialists writing in this volume well 
understand — that contemporary manifestations are not so new, and while they 
may be extraordinarily complex, they do not by any means defy 
understanding. As a previously cited specialist noted in regard to one security 
focus today that could be applied more broadly, ‘like the roots of a tree, 
al Qaeda’s cultural pedigree and those of the MILF [Moro Islamic Liberation 
Front] Laskar Jihad and Jemaah Islamiyah extend deep into historical 
obscurity in a web of associations’.'® The point is that they do not need to be 
that obscure and careful study reveals not only instructive insights but 
potential solutions. 

Piracy and intensified prospects of maritime terrorism provide an example 
of this ‘historical parallelism’ or at least strong echoes.'’ The Abu Sayyaf 
Group (ASG) — a terrorist-criminal group with links to Al Qaeda going back 
to Afghanistan — draws on the strong Moro maritime piracy heritage, 
operating as successful pirates in Philippine coastal waters and sometimes 
further from home. Filipino commentators draw parallels between the 
legendary Sulu pirate Jikiri of the early twentieth century and Abu Sayyaf. 
Branded a bandit and pirate by US authorities, Jikiri and up to 100 followers 
had led numerous successful depredations against Filipino, American, British 
and other national persons and interests before he was killed in a hand-to-hand 
battle with a US officer on the island of Patian.'* Today, however, a more 
complex picture emerges of Jikiri, whose resistance and criminality was 
spurred by the authorities “failure to respect the traditional rights of his people 
regarding the pearl beds of Sulu’ as well as Moro history of Islam-based 
tradition of resistance, as a fighter for Moro rights.'° In any event, the incident 
and others noted above point to the historical and cultural complexities 
surrounding so many areas of low intensity conflict today, and the potential 
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value in sorting out motives and better defining problems as we seek to deal 
with them. 

Overall, future requirements to deal with adaptive enemies and assessing 
motivations and aims of complex enemies addressed briefly above are only 
two of many issues facing security professionals concerned with issues of low 
intensity conflict. Evolved and perhaps quite different forms of terrorism, 
criminality, insurgency and other security threats will be generated by the 
experiences of the last years, and by the likely expanding access to 
information, availability of technology, and the interaction of political, 
economic and cultural forces in a ‘globalized’ environment. The contributions 
in this volume — for the understanding they bring to contemporary issues of 
“networks, terrorism and global insurgency’, and the insight they suggest for 
the future — will substantially advance the difficult job of quality assessment 
and effective action ahead. 
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